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Classification of the Work Item and linked work items
2.1
Primary classification
	
	Feature

	
	Building Block

	
	Work Task

	x
	Study Item


2.2
Parent Work Item 
	Parent Work Items 

	Unique ID
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2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	{optional free text} 


3
Justification

User Plane Integrity Protection (UP IP) was agreed to be incorporated in NR without naming particular applications requiring strengthened security based on the security policy provided by the network. Missing UP IP allows an attacker to hijack or manipulate the data packets in a way that might lead to a redirection of the data to a malicious website/server with follow-up attacks (website with malware, virus, tracker, etc), e.g. a video surveillance stream could be redirected to a different recipient, an online banking customer could be redirected to a phishing website etc. 
Currently the minimum supported data rate per DRB per UE for integrity protection of the DRBs is limited to 64Kb/s. Implementations in the UE are at the moment not able to handle the computation of the MAC-I for higher data rates and the computation complexity is growing linearly with the message size of the PDCP PDU, i.e. the longer the PDU, the longer it takes to compute the MAC-I. 

Based on the security policy in Rel-15, the integrity protection of a high data rate bearer for the case of lack of support in the UE may result in either the bearer being unprotected or not being established at all.

Assuming that data rates for many 5G applications, including MBB, can be much higher than the current defined minimum value of 64Kb/s for the integrity protection and that in the near future of Rel-16 deployments the hardware would not be able to achieve integrity protection for the MBB data-rate, some level of integrity protection under consideration of the computation limitations is better than no protection.
For example, if the UE supports 64Kb/s integrity protection and is scheduled to send data every 10ms, then it could support integrity protection up to 640bits of this PDCP packet. 

4
Objective

The objective is to study solutions in the AS that provide at least some minimum level of integrity protection for higher data rates above 64kbit/s under consideration of the hardware limitations of the UE.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	33.XXX
	Internal TR
	Study on data rate enhancements for user plane integrity protection
	TSG#83 (Mar. 2019)
	TSG#84 (June 2019)
	New TR covering UP IP enhancements for 5GS security – phase2.


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)
Andreas Kunz, akunz@lenovo.com
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Work item leadership

SA3
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Aspects that involve other WGs
Architectural aspects are considered by SA2. RAN aspects are considered by RAN2. 
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